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Keep Your Software 
Up to Date01



QUICK TIPS

Turn on automatic 
system updates for 

your device

Make sure your 
desktop web 
browser uses 

automatic security 
updates

Keep your web 
browser 

plugins like 
Flash, Java, 

etc. updated
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Use Anti-Virus 
Protection & Firewall02



QUICK TIPS

Use anti-virus 
software from 

trusted vendors

Use 
Anti-Malware to 
create a layered 

defence

Only run one 
AV tool on 

your device

Use firewall
Your router 

should also have 
a firewall 
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Use Strong Password & 
Password Management 

Tool
03



QUICK TIPS

At least eight 
characters and a 

maximum length of 
64 characters.

Don’t use the 
same password 

twice.

At least one lowercase, 
one uppercase letter, 

one number, & one 
special character

Change it at 
least once per 

year 
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QUICK TIPS

Passphrase: They like basking in sun in winter season 

Password :   TlBi$1W$0

PASSWORD – PASSPHRASES

Passphrase: The road to success is always under construction!
Password: Trt$iauc!



Use Two/Multi-Factor 
Authentication04



QUICK TIPS

An extra step 
added to the 

log-in process

Offers an extra 
level of security

Requires a user to 
prove their 
identity in 

multiple ways
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Learn About Phishing 
Scams05



QUICK TIPS

Don’t open email 
from people you 

don’t know

Hover over a link 
to discover 

where it directs 
to

Be suspicious 
of the emails 
sent to you 

Malicious links 
can come from 

friends who 
have been 

infected too. 
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Protect Your Personal 
Identifiable Information 

(PII)
06



QUICK TIPS

Don’t share your 
personal 

information on 
social media

Review your privacy 
settings across all your 
social media accounts

Manage & clear 
cookies in your 

web browser
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Use Your Mobile 
Devices Securely07



QUICK TIPS

Install Apps 
from Trusted 

Sources

Keep Your Device 
Updated 

Perform regular 
mobile backups 

Avoid sending 
PII/ sensitive 
information 

over text 
message
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Backup Data Regularly08



QUICK TIPS

Follow 

3-2-1 
backup 

rule

Store two copies 
on two different 
types of media 

(local and external 
hard drive)

Keep one copy in 
an off-site 

location (cloud 
storage).
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Don’t Use Public WiFi09



QUICK TIPS

Use a Virtual 
Private Network 

(VPN) application

Turn on Private 
Browsing

 Turn off the 
network sharing 

feature
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Browse Secure 
HTTPS Sites10



QUICK TIPS

Look for ”https” 
at the beginning 

of the URL

Check for the 
closed lock  in the 

browser

 Read the 
Privacy 

Statement
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Thank 
You!!!
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